Abstract: 



Systems and methods for automated monitoring and management of distributed 
applications, client/server databases, networks and systems across heterogeneous 
environments. Distributed, automated intelligent monitoring agents use embedded 
sensing technology which is knowledgeable of application protocols, to monitor 
continuously the network environment in real time. To this end, the monitoring agent 
can be located on each client and server in the network. The monitoring agent can 
couple to the communications stack for monitoring the data that is being passed 
between the client and the network, of a server in the network. The data can be collected 
and employed for trouble shooting trend analysis, resource planning, security auditing, 
and accounting as well as other applications. Also included is a controller for remotely 
coordinating the data gathering process from the various clients and servers. Data 
gathering can be performed in accordance with trigger events or on a periodic basis. 
Data may also be associated with a transaction and gathered in accordance with 
business transaction rules. 
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□ I & M^M\ *01 886 , q\\ ^5E,?l| gl ^E£|-0[ Ml 0 

(74) cK2|oi %m\. 

(54) §a§ oiggj oj^gi^Qi^-i^ aLign^n % ^§ 

Xl-e aqeigsQ HE|«fe Al^gj gj ^gojcK EdS. ^1^ SUEfg ensile oi 
M^|0|d £^£§01 gJ- ^ LHSr ^1 ^(embedded sensing technology)^ 0]gS r 0| £|A|2}0£ 

uim^ sj^e HMBiaa. oiya ston, hue-hi aiaijcfe m^oijAi at bskm 

^ AfbHOJI ^XKM 4= SL|E|g CH£[X^ Lj|^2f Ajfcflo) Ll|e§jo f ^012^21- AjbH A r 0| 

ojh qioiEii sMEjofe ed ^cui ^mmm ^ hq. ciioie^ ^asna son a« 

^(trouble sooting trend analysis), ?j|^ f M2t £AK §J 3|-gS ME QE Of g£|?]|0|d ^§ 

?|o]| 0| 4* SIP. SEE!". £ 1*3 Oil £ 0j5j ^[0\2imm Si A|Bie^¥E|2j CijOlEi ^3 5^M|^ 

e s^m^ gm^epi- HS-aa. qioiei mei>i omm\ ^mzmu gi\ 

'*9-5L 0|^0|S 4 s &Ef. dlOlEi^ MlH^^Jlf ^SI£J22 Hj^L|^ ^^°'!d ^a]o|| tt r Br 

©e. mz\o\&*. Aim. pieiw. b*. msai. a lieu 



Kg ^}0il CHS 

£ 1998J4 m 3^X r □l&g^ 7WH«gi X]\ 60/095, 142^, S! 1999^ 6§] 2iW DISS^ 

X|| 60/137,1215:^ ^d^I ^ifrSj 5f2, Hi XI] #§l§°l 1937^ 3M 20gJX| D|lrg^aJ# 

S If] 08/821,6985:3 SfWI^rtSOICK 



¥ HJgs Si £1*1 «A f =g = E| ^3 (distributed computing envi ronment) m HL| E{ o^Q £H£|ofe A| 
^ ^0I[ ^eh 5!°^. CH^ ^-AilBr^ll^ ^d ^^E| (distributed computing system)2J J\ 

a fin|Ei|0|d(enteTprise wide operation)^ SL]£lo|-b A ^ ^ gJSOll afll&Q. 



■^d ^rt^l 0r?l^|x1 (distributed computing architecture) b Al^^JOl! 2\m ^j^r£! C|-^2j 

^#Eie A|-0|P-J e£|^0[H ^d 7|^(distribution computing functions)^ XIISE^K 

^a[oi2|E^ ui^mm ^wm aiui^ a§§ atuciK ai^^ em oi^ 

9\ G|0|£-ItHJ0|A, M^!^ ^ ?|Er£| A|H|^e ^tf^AI l:Er0]^M5] S^OIj -%^Q, 0] 

#m sniaioid soil MEroieim aiui^ gioiEie ajuaiioj^e si-ssfeGii ^ath ai 

0| E| xlBj 7\^m ?m^2-^ ^m^Q. ^USJ Aiupj- ^Oiojoe^] CHBH saioii A|Hj^ 

4= ?l0[0t 61-31. §A|0|| m&Q\&^?\ Eh^SI Atfcfl^£J A|H|^#0|| ^A]0|| ™M\±m ^ ^0 ^ 

^SQ. ci^OL AlbHes Ef-E AifcHgoif cnMAJfe.MB|0|2i^^ ^ 2iq. £t r B r A{ p 

S#E1 A]^s ^ 0^1 ^^(distributed archi tecture)M 4= 

^S^CH|£ ^^oPH. ^^-E1 0F?|SJ^^ oro] Gj|0|EJ# S3 r ^°S ^Hl^a Q4=^J ^0|d 

# A r o|2i d^Pi q^ll ed§ flissfe ai^u^ a^xho]|?i[ ^g^o^ s 

EK 0JSj£H Al^esj Hr^Jb ^d ^^ej O^l^x)^ *j-g?iEr 2BHo r ^31 ^h0[£j^/AlB{ 

Ci|0|E|UiJO|^:, ^d Of#£|?l|0|^ (distributed application) °J ^0|E[ A r 0|^| Li|E^^ 

£[ ^d ^^Ei AiH|^°| seHSrSEf. q^0[, AUS^ 7j^£j £d A|^l£| SSE 

^msisicK oiis soi, ^ ^oii ^jtrtf oiEjyi nj pje £I m] A i^ii2i ?me ^d ^^E! g0f£J 
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s# ^^ei o}dm*\y\ Mmxtmmn at^ou srae ^151^2 an£. =fze^i ^s^ju 
&e ^1 M±ms>\ =?s. ^sh si ^ h §# oi^Pii 5>eo-. one Mof, ggaig] 5*31 mvto\&^/Mu\ 
t\\o\m\o\± M±m£ m^o\?\^mi mw a 4-^1 gioieibiioi^ AiHi^g xiisspi z\m c-hoiej 
mo\± Mwm smm ho\q. ^ o^mx^ ^y^'^ zt e?^oi^^i Aium ^iq^i ^diy- 

^ mi ag &7$m mom exnir 4 &b c-iioiei ais^oii cbsh qioiE]°] gisscdata 

coherency)g f^lM 3!£ fi^CK ^B|0|^e ^Q^M^ MWM W\0\\ gJOiLfe §<M^ y|^| 
Z.Hgs|fiS quo, PjoiL^l iH-^-Oif. 0|5|eh A\±mm Lil^oif SgSfe 0]^ 

3 ^0|C[. HfB^AI, £JB §1 ^E| 4-BOI 0j£ gtf Al^He ?|oU 

^^Ej 0h5|Sj^^| gEf A| ^(diagnosing system) 0[ XilEHS ^='6^| 8PI[ EISO] ^~ 

S^fS Oi^^l ESQ. L1|E^j ^gfl^l Af0]£| H\^J\ °J ^ ^y [m 

o\mi\\ veq* mw , ae Ai^tysj 2sr= se^ ^ ti^i- &± ^n\m 
z xf-^ lii^^i ai^usi mbi nm\ t\m\oi m&m sue-mb ois^oi m\o\Q. . oi^ie- 

^0l£]M£r Albl AK)|£( 2R h £| MB|^!°J S^0| MS. »fi«0| Sx| (interconnected hardware 

device)^ 5t, h ^ 51# gSS 0|£|& ^OlUfe d|0|Ei ezh^oh^^^ HMEi^-Q. 

OjSlfL* A|^gj#0| 5 r fi¥l|0| ^|#0[ ^S}0|2jM2f Ajtfj Af0|0|| ^OiLfe ^oj c||0|Ej 

Qf0]EH Q0\M S^Slfe CHI 01 EH^h SL|E| CH^O] £|b #Br0|gM SEfe A|B|2J 2ifeX] B 

5ie fl^EK H£|LK ^BFOlelM^ A|bH A[0\0\\ ^OjLfe Gf j 0| EL-J e&H^-BH^£| §J 

^ HH^Oil. OIBiel Esy^oi;^^ gmo\X[ =o r ^ gof;| ^Ef. 7|^f§§ M 

Br0|e!m£f AjbJf A}0|0[| 0| L|-^ c^^qH^^oj oj^ 7]^. ^. A[^ SI ^I^J ^^JO 

CHB|XP-^# 0F?|S{x-j (agent-console arch itecture) § AI^H 5rE] fig|j^ ^ 

^ HHSAj^lb ZfB] §( management tools)0| ^JHtfEK 0|^E|- 0^|^^0I|A| . CHB|Xfe 

S A|^i]2J AjbH m ^anf^e. A|^K, Ml^q O\m^\0[^m m^G[Q\ A|-^ q|0|E| (usage 

data)M ■t'£o\H '01|2| (except i on) '7 r ^SifeXl ^Ar£fEK ^ h ^B| ^E||0|^o^ 0I31# 

l-oll Slip ^|0i 7|^0| ?i^]C[. 0|£3E^ 0P?I^!^^ g ? r X| BSi ^^Q- 51 KH» § 
§ -?l ^# Ar^Oj AiH]^ ^mAj^jQ. A]^H ^|^o r 2 § 

Xl^sjoj #g# S=?of^ Dfl ^(metrics) 0|| A| ^| HBl^EK § SH, CHB] 
A]B{ ^a-fc-iSIBI (server component fevel)0|EJ-, A f g, ^w. §J 0||2j ^(exception 

statistics)^ =P^fi^ eU«i 011 Aj£j Oj^l^oU e&!'Z]'(end-to-end) xm ^0j| mUiziz 
01X1X1 SfH E r ^ 2rS£! ^H^lOjl MA|£ 0|^CHX[X| p a ^q . C(10|E| ^3 

^AlZj-o^ 4=^£JXj Sf-# ^ SIQ. 

m% HB||gifl3 BDHXr^Olf 2JSH Xl|°h£! E^ ^B| ^&0| A|^l ^f^# fiUEjo^l ?|6H 

01 mm 4 s 2ib e Xim (resources) Oil 0[gB[5Hf0]^ ^&jni|0|^(APf)e S&^Q. 

0|£|th ^e^e ^^Hr^£l^ Al^UOHAi 7|^S| CHMB|^i|0|^ 01 Bi 7|- 

X| Ai^«j HL|E| X^0i| q*h API Qgm fi^&Q- . 0151^ Pjuh^ ^ai- A| 

noil aim ^pf £ib fle&aoia. 



^ ^ai- ^j^£f AJ^iM^I fiL|Eii ^01 Eh M£J>1 Ol^M^ ^SM ^ 01 

0|EpF g^^lEK MB}0|2!^ ^j| 1 Aftil AF0|2| SLiE-io^Ai lB r 0| £1 ^oj|AH ^ZJ&i OlSU^ 

if o^U£j S#t>EK MBIOf^S q|0|E1b WZtQ\&m0\\M o r Lh£I M£|>i 0|«lje0l| H[B[A] 4^ 

g@EK o}U^| eB[>j Of^jEoj ^e^SjOil M^EK X]\ 1 AlbHOT] ^B|>{ OltiiJe 

£| ^M^hCK III 1 A|U| C-HOIEI^ J\\ 1 AILIJOII ^£J31. XII 1 A|U| QIOIEj^ ^M#B^^ 

gr§£| E|-B otAts. ^Aj^^£| A|^H°| fiL|E| U Al^g0|EK P|?|| ^(machine 
executable code) b MBI ~A Ol^e □! ^| ^ Ci|0|E1-g ^I^l IE" ^B|0|&tM^ 

Ail 1 AibH Ar0|2| SUEjor^Ai mW\ e!M0||A|2| ^Bj7i 0|&n^=g o[L^| ^§ ^^E^K 

7|^| MM 3Eb ^BfO|ejeo|jA| drU^J ^BjTI 0|^m0J| ^Bf0|£je D|]0fEie ^S^E}. D\7\\ 

Mm 15b ?jSSBi0l|?|| S r Lf£] MB|^ 0lS«eo| ^bjeK ^ IEb XII 1 AH bH CHICHI m 

BiTi oia^ ^^e ^Mt>Eh sEb xii 1 Ajujoii sum xii i AjbH ajoi&ie ^a^n 

511 4! 9 xij 1 AjbH qioieis ^E^Eioii g^sa. 



¥ m%2\ Si 0|S^ ^¥ fifflSr 0|s r £| ^Aj«j£J £M|Sh ^go £ ^ Cj^ 
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£ 18 ^tf 0jMBJ5i|0ia (distributed applications)^ £ME| °± XII5or8 

£ Aj^U2J S£jA|0J|£| Of|/J£0|q. 

£ 28 £ 10|| £A|8 Al^HOf]^ gHOI] ^ttffi- £qq g CjlB|Xh(mon ! tortng agent)£] -^£ 
2| gj£]A|G?|S| Ol|A|£0|q. 

£ 32 S# HSAll^S] 4WA}0fi* ^4tJsr8 S§£1 SJ£!A|0]|2| 0||A|£0|Q. 

£ 48 £^°j ^xh A1|^A^i£J gJ^A|0i|^| OlWSEOiq. 

£ 58 8# H^Ai|^£| Ail^A^-i-e ^2o^ £p°| QE ^A|0||£| 0j|A|£O|q. 

£ 68 8# OipB!3l|0|^ee SLIEIofeCfl OJgfJ 4= &8 A|^*]£| g|£JA|0|j2| 0j|A|£0|q. 

£ 78 £^ qi 0| EH g 4^Sr8 »S2| 'A EMI*S| EJ^AfO|[°] 0JIAI E0IP-. 

£ sg ^qoiei^oiiAi oi^moii oc r Br aioiqe 4>£Jo r 8 EPII^I ^^A|Ol!£| Oj|A[ 

EO| q. 

£ 9^ s§i^;[ ea r oiem q[oie.iS era aibi oi¥8 ^ vj e aaspl ?[» b 

31=21 g]*IA|0j|2j GliAISEOiq. 

£ 108 AibH E||0|Ep} 43 d 8 gfasi ^ EPHM2] £ h S2| fi£!AI0l|2| (MWEOiq. 

£ 11S £ 62] Af^H£| dlOlE-J THS^OIf S^S 4= 2ife El|0|g2| gj*jA|0i|2| 0||A|£0|q. 
£ 128 ?HAj qo|E| ^e^J 9101*4 &ti/]0(|S| OJlAlSOICf. 
£ 138 U|ZSL| a R^H^om^ A[^!2| ^^A[0][2J OllA|£0|q. 

£ 14b M^^^ 2122I ?I^2J £Hic1|0ia2] gJH °^£2j &I4JA|0||2| 

0)|A|£0|q. 

£ 15^ tl|0[EPh eaH^QH^ g^|Qj| Sj«fsu| S£!5r8 A1l¥ E^l§§ £A|ft 

mM£2| gi£]A|0if2| 0|]Al£0|q. 

£ 1BS UJ 55 L J ^ E^jxoH^ A|^l r ^ CHB|Xh AFO|£J 2W|2| :?K^f£2] gJ^|A|0!|2j Of]A|£; °[ 

£ 178 tJI^U^ EEii^oit^ g^|| (business transaction specif ication)M ^-8o|8 Al^l =? 
3fi£s2| ^§!£2| SJ*!A|0||2| Ol[A|£0|q. 



£ 18 ^42J ?|3.^BJ|0|d SI AjBI^M S&ofe ^# CH-^£|5TO£ (distributed applicatio 
n)# eLJEfsQ HB|^b S ^ h S2J A|^i](10)2| ^Q1|0[Q. A|^C10)^ £^0|| £A|^I — 
Siq SI U]m| ^|Sf ui^sj 4 2iqb o\nm 4 5i0| 

q. ^o| # £ 18 °-ffl^E]|0|dE(12 P 14, 16 Si TB). Aibi(20), A|bH(22) # Missi on ■ Un i versal 
ManitorCMUM) C|JB| Xf (30-40) . MUM S^(42) . MUM q|0|EH Ufj0|^(44) . ^ SLfqg ^^]0|^(24)g £ 

AJora 21 q. 



£ 10|| £Al£i A|^ lOOJJAi r £]3^E1|0[<M =(12-1B) 8 S ^ EPF 4 £ib SSI 

UIMSjOll S-^^ ^!#q A|A10[QK ^2|2] Lfl^Sj kH§§ A-jUl 20 SEb 22g oFU^f 

e^t^ 4- £i^i, n^^q Ajy|^e filM 4 2*q. qB r Ai, £ ioi| £A]^i Af^iye ai^ 

ri^EHOldM, S-A'je, ^ AffcH# A^OIOII ^S£|Oi £<b S#§J ^[^(computi ng functions)^ MBI^ SI 
bBl^i ^51 qqUlb ^ Of?|ii|A-l(distributed computing archi tacture)* 



£ 1^ 0|£ish «A| x1£f E^M HUB-jerb ^ ifS^f A|^H2j =?^2\ ?H^e ^Oj m 

q. AI^H 108 MUM CHqXr 30-402F MUM dlOlEiHtjO]^ 442F £j^E]Oj £ib MUM 42# S^q. 

MUM CHBjAr# 30-408 ^ o r L(-2] ?J^E(|0ld £8 AjfcH =?g9.±2\ ^^EjOi 2iq. q^O|, 
eqEil CHBIXKmonitoring agent) b Li|M^ =r^ £^2} 3^£]Oj . 51s 5*^8 S8 

H^AfJ ^:£F gJ-OL ^qOl^^Oil 2|g S hct 3 £MEi ^(enterprise wide moni tor ing) e ^iSorll AfbHl-# 

aqq ^ 4 ?IQ- ^^21 mum cHBixrb Pbi^jo^ nej ^3^eiio]^oii £8 aihjoii 

m\o\o\ . m>\ %\3.±tao\m\M b^d.^\ sm 01^21 aiuis 20 £8 22 A r oioji m 

£h£|8 ctioiqe HUEima- 



1^25, UHMSf^j-21 £8 HSAII^OI SUE] 4" 2iH £AfS Ch[^A r M 30- 

408 MUM eg 42011 ^^£]0j ^9 Cf]0|EjM§ qqm8 MUM g# 42^ MtHq. MUM 8 

^ 428-o|3th §M5 8SAK oilmen, Al^l 7j#XF £8 A|^ ^B|x f )oi| qoH ^E|£^ m# g|!0[ 
Etmiot^ 44oii xH^q. ni-A| f>h^ , ^b|a}^8 mum qioiEimioi^oii ge§ 4 2iq. 
8^ 42 £8 ?iqsi q8 ^^£18 0i=q?i|0ld ^3|§8 mo[qg S^fi fi2 

E||^ m aiSOllAl ^[^j°J °!£i£j HSA1|^ £8 A|^U MOIg 4 

£iq. q^0|, A]^U ^£|X f 8 713 EJtli Ar-g ^(enterprise level usage statistics) §J A| 
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gh ^^J^3 5*3 dlO[Ei ^Hfh 4= S!Q. 



CCfElAf . MUM CFfEfXh 30-402] E||0|E|« 4^ofb £0]CK 0]E|£> ^ . 

£A]£! MUM OJEIXr 30-40b CHEIXrS 31= Hb inHMOl 5*E| ^(managed nodes) S °]^£Jb 71 23 
3B| inH0i[ SixfElb X|^ 2L[&fi! CKBfXKintel I igent monitoring agents)^ 4= 2JCK £ 1011 £A| 
g AIAU 100HM, 7|^^|£l tE§§ MUM CHE|X^e ilfeGII. S^E| ^0|=2| s & i-q| xjAt 

Jr£l &£]X|£OfPf| LBCMI £Jb MUM C1|B[X^^ 4^r C r gJ=6m O|gE|?||0|£ £| ^01] 

CCFSr 4= £lCfe ^101 ^Stl" 3I0ICK MUM CH3X r #£ £A|£ ¥)3±El|0ld SI A|BiOi|Ai £j^j£| 

01 £ MtSOJI ri r € AI^'OHAI A] bt| , ?-Jzi^E|[0|^ °J L||M^# SjttSpIl =?£o\± C ™g %^Ej ^ 
ZllSBr &g i:^E^|cH 4= SIP. Z3E]LK SS^tiB MUM mEIAr^OI ?PH£| £rE| ±^2) ™\ 

^ai&ioii ^^£]of Ai^isi suEieFb sak^i^ o\®mm\ ^sifoi s^iopi 

U SEb o}H?||0|£|- AHSfllOpf SlfS 3JS ^£ Slab 0|6H& 310|a. 0|yoh ojojoj ^fj|j 

=s s ^goj § ai^ aomxi atfe s?i LHoiiAi £*\m 4= sip. 



2*2*51 MUM CHEjX» 30-40B A}^o^ §^r0| £^ H^Ai[A| gfe. H^AM X r £K S 

§ h^am =P£, g£j CH1E|5HI0|£§3 snieijoi^. li|e§N3 sniaioi^. q^3, ErS] Ai^ij Sx| 

□I g|0[H§ EtTSfc QgJ& Lfl^y ^2] SHjaiOi^ 31 71EJ2I Sail S^'-o-fe Cr^£] =P3£-fc: 
e# EL|E|eW. CtrEMi , £ =FSa £JE> ^(diagnostic analysis)0| AH bH CPU £^£| =3 

0|&g 0|^ 4 1 9iQ^ 5101 Q. 2J-2J3 SUE.1t! CHEIAI- 30-40^ 3\Q SL|£| 42 Oil 2J{°} ^Je! 

E|ofe St^ft h 4 s Sife. B^^j. Q-^aiS H^.1i:Mmum -threaded process)^ ^ 2JEK 

2|Z[oj CHE|X^g B|^L|^ eeH^voH^. C1|0|Ei^|0|^. A[^U gJ L||ES| ?H ^ 0|S!M^. 

^^(corrective action)2| PH A[ . §J 0|g«e e^2| XII^M X| o ^ ^AIZI^^ SL| E\ ^ ^ £10-. 
MUM CHE|X r #£ U|^L|^ EBij^gH^^ o| ^H^- ^ &:n 0| A[^J Ahg. &!-§A!ZJ^| ^WA[^§ 
43t 4- £iH HE|t[ S^i MUM ^ 42 ^ MLHCH WUM C||0|EIlf||0|± 44011 X-fS^ 4= SICK ■ 



2T2|o| CffEJX^ 30-40S £jqai0]d( I oop back operat i on)# SL|E| » ^£ SIP- 

£A|S] Jzl J-SJ- ^Oj, «i| 23, 25^ A|tl|£} 0| =E|5H|0| ^ ^0| ^E r 0|^jM0j| ?Jxfl fTH gJ0| 

tfCK m Li| es|oc l^^I ^^(communication stack)# ^HA| A|ti|£^ Oj^ 

El ^1 Old AFOIOil S^EIEK ^ CHEIXI- 38, 4001 ^Er0|2j^ -§d A^OII ^^£|0| 2i?| IH^OIL n^ie 

m& +mm mum ^ rjoiei » slie-i^ 4= sack 



£ 2^ £ 1031 £AjSj A|^gj 10011 0|gsP|0|| *jtmf MUM Q|E|Xr 50^J 0^|SJ^ 
EAlEt 310|CK CHE|Xr 50^ 3"E| tH^0||A| ^HEf^H ^^All^Sr ^0| ^^£|b 4=H^1|0| 
4 s SiCK ^q-| . qEfXF 50^ SYBASE™ #E|-0[^M^ l\^m 4 s Stb inH£!D|| ^XH^rb P|E|X|^ 

4= tHElXh 50^ 5Jl^. OieijM eJE-IHlOl^ 52. #<M 2JE|H|0|>i 54, M eJElUlOl^ 58, °f MUM a 

^ o]E|ni|0[^ ^1 0| «« e s^AIIAKevent correlation processor) 64, A[^H SL|E| 70. Ljl^aj fi 

Lj El 72. SYBASE™ ^EJ0l£]M SL|Ei 74, °J SYBASE™ A|B| SUEi 7B# S^C|. 



CHE[X r 509] O^l^ixib CHEIXI °j M\^.2\ SLJEj 70-76^ ^19^1 C r ^ 

^fi^eOll ^ 0|£|E §y§ 5^XiJA1 64(correlation processor) Oil Xl|^t>rb S(¥ 0|^flM 21 

EJ 2J1 OJ A. 52^ StT^CI-b ai yOj^Q. ^ M^|A1 64^ OjyrMM Al^ ^A|^ MUM ^ 42 

^&E|73U 5Eb EfE ^i-El M £Eb ^^o^LK I|7|| g-£!s^PiLh SSf #oHAi 

M SUfTiLK A|^^ ^ElXrOiWI 0|Di|^g SUiTiLI ^3 ^d (correct i ve action)^ ?|of7| ^El" 
A r g ^^instrumentation code) # S^sfe QE: #S 3ii ^ £Jb Ei| 0| EH « ^^^CK C^E}A| . 
QHE|Xr 50S Oi^jH^oj A||^f 49§Q OjE|«h Ai[^A r W# ^ ^M\M B40i|Ai x-|£|o>01 CfS oj 
Ei g03|A1 e^^oh^^ UEKHb §fi§ ^t^CK 



0|E1°|- %m. Ol^ie ojEiHilOl^ 52£ r 5LL{Ej ^fii^ 70-76^ O|SUM#0i| 

M\¥*mm 43 m 4= sia. £i¥ oism ejEiniioi^ 52b 01^^--. ^okipi ?\m ai^hoii 

At £J*yE[b o r U£i 5^313 2^ 4^ SiQ- 0|M e]Efni|0|^e^ 0|E| Sx|e^¥Ei ^ 

gX r §J A|^l H^1I^^E|2J 0\m^.m ^Sfe Simple Network Management Protocol (SNMP) g| 4 s 
2JCK 



HLjEi ^fidbM 70-7BB m% OlSJEOif ^ 4SoP| ?|t|| ^HOJIAj ^^E|fe 3E 

H#(code module)^ 4 s 2AIi. 0|Ej°[ 3^ S§M^£1 Ol«UmM SL|E1 ^2.± 

mo\\J\\ e^orb ^^n£}|&! &JE|ig|0|^(programiiing interface)^ 4 s 21^. SL|EJ ^fi^ 

70-76^ CHEJX^ 50£J ^ r A[ ahi o|wj!M. L1|E^ 01^1^. °1 SYBASE ^E r 0| gte/j^ if] 0|^IM^ SIT 
# 4 Stb. ^ M^mo\\ ?IS ^gfi^ee SUEH&fe ^^¥£i 0|«tlM §S§ 

^ SICK HL|E| ^fi^M 70-7BS| ^HEHS £!EimiO|^b 0|^IEoj S ^a] 0|E)^ 

El ^8 4= Sib ^'Mi C" Uls API a 4^ SICK OIIS SOi, fit §§(general 

protection fault)S MBH^Urb ^ ^(running code)^ ^ SibCHK 0|E|§h fi£ ^OHb A[^S 
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S^jl 4 91Q- 2Hb A|^U £L]E| 70001 2§9 ill ^BPI ?|SH PiEJAr 

500J|}][ API Si io^ >\|^U &L| E\ =?&B_± 70b fili HS^M 64dl^] 4^ 

APib U1B1X} =F^fl4:£i SH|&||0|^o^Ei ^Sia[0|^ UlTi $\tft AfH| 

S|* 4 &b PSin-ol H&(plug-in module)^. JjsSKfll SJ^CK CH^OI, ArgXrb CH E| XPCHI 2Jfh a 
LJEl^e ?I«H ^H^. §}b 0|yje#^ ^ &C}_ CHBW SOLHOi] £Ab SJ£|2| SL|E| ^fii 



^o[. Aj^U EL| Ej 70^ £^ AI^U^J £Hifr||0|£0|] 4^ 4= £ia. OJEj^f 

flffl. A|^ 2LjEj 70b 5^|Af ^Sh EH2SLH-I A r g, D|g;?rfet* UIEBI ^H|(0l^0i| HS 
^ ^J3^E||0f^ 5Eb A{B|2] £Ei2|JOl^0 ^S6H f ^ J\E}°\ #A}&* §S§ ^E&rb 3£ 

H^Ccode module) M 4 2iQ- 0[E}°h ^hs| m ^g 0 | ^orb ?]^0j^| g33| 

9151. ^IWEh ^-E7 r b yrg£] Sde 3L0iUX| &b S?l UjCHlAi g tfg0|| ejoH ^A]i 4 2! 

a. ^21 LHEWb ^ Al^^'Oli CHoHAf ghg SUM Seh ^ 

A|±U 01 fill ^' gh£ £Eb 4S ^(corrective action))^ £|o}b 3J3r Ifb ^M ?HJ 

* fla. 



Al^H SU&i 70^ CH3E3i°£. SL|6] 72-78E b# ^M\±9} 0|«!IM§# SL|E| ohb 

3101 a. DJBMI. ELJEIS OI^M^r H\¥M&E& g«|£U 'Site £IHBI|0|£ 

(distributed processing operat i ons)0i| iMf ^-Q. ^ ^§2] SL|E| 72-7601 

e^^^ auE^pj ?|ohai Hi ^ i^oii cm ?mmo\±m strw 4 



£ 3^ ^ H^/li^£J Ali?A}-«^e 4^ofe, SUN SOLARIS gei[^^Gl[A3 0|go[7!0|[ ^m\ 
S€ 805J ^^A|01|M SAIth 5101 P. 80^ ^BJ0|2!^ ^0|| Ci|0| E|U||0[^ ^^[Oj 

513} d*H£i ahhh aioi^i uim-si mum ^mmo\. mti ? f ni# o\z\x\ som\ ^mi 

m^olli 2ir4S CH^ 01 7? gJ01^bA[ ^&oW| fhCK . 80^ ^ l^Ote]^^ Gf| 01 Ed 

IHIO!^: ±?*^nO\ 5t(01|Zim. SYBASE, C0RBA. ORACLE) CHB|A r 50 EEb icH°f TCP g^Al 

s&^b ^^\m ^b ae h^i^ o\mz\m\& 53011 suiF-i^e ^^mi m ^ ziq- 



H# 80S p\E\X\ 50 °| STREAMS £§ 55S ^£|Ol ^Ef. qE|X r 50^ TAP API 573i ±31 E\ 
0|M3£| 59# Sltea. TAP £§ 61£t TCP STREAMS H^OIbH 83^ Sf^b STREAMS 55^ 
S. £|x-lH ^EJ^oj jjxh Unix Network ProgrammirtgOH ^ S&o r Oj . ^*'^0^0i|A| # 

£!B|0]| CE^Br ^1 ^ Sia- STREAMS S§ 55b. £ 3CHI £A|£! y r £r S0|. H£(kerrtel 

mode)^ awm ^ sia, tap si b ^ inH s^sj Hb tcp E^^joj s§ 8o# m^m^m 

TCP STREAMS 65 §£f0|| ^^A|^EK £§ 80^ ORACLE EEb SYBASESr ^b HL|E|1! ^Al- 

^i^ £b ^Aii^e^i #d ^^mm na. oiy^ s § sob ^h^^^^ei chei 

A r 5001] ^^LKOI 0| BIS ^^°\ 3[K\m 500J|^| 3^ 4= 21Q- 



£ 4b SUN SULARJS MeHMS^I 80(£ 3011 EAIS)2| 9.mm\& A{|¥A r ^M2I 

£S0|r.|. S§ 80S SUEi^ AlBl^Sl B| 84g $L^\H 5^2] ^0||0||A1, Al^e^ 

EI^Mb CHB|X r 50011 ^l^H 800][ qdl^b □ £!^M1 MUM ^# 42sl-«f Ej 4- ?IQ, 

SI^ME! A]B1^01| g^Elb Sb ^ 0^U}Sf= £^ 80011 ^BH CHBJXF 50011 3^-3 

a. 



§^|A| . 2j-2t£| g ^SJ (connected stream) 011 Q\oM , H# 80b Xi&oPl ?|& 3 

Gi|0| Ei =P2E(context data structure) M VI EQ- 0fOiA| £A|£j b)^ ^01. CH^Ur 

b STREAMS UPl^ii (queue) Oil ^^£101 g|3 ~EK ^Sj^Mb Ef^Ji ^S^ib 

Of! SMf Xl^Ch S.E 80b CHEfAr 503} ^diloPI d^l^^ q|0|El =P3E 94M 

s§ 80b ^^i^e 94UI on omm m\¥-m%^o\\ ^ qioiaie n^m 4= cheia^ sob pi 

0|EiM ^go r 01 §Mi ^ ^SAljAi 84011 4 Si^- ^ EJ|0|M(tap table) 82b 3^ 

gl- ^^j^M CJ|0|E| ^121 E|^m. SUEii £b AftKe^i Bf^M, ^ CHEJAh 503} gdohb 21^1 
CJ10|Ei XiS^Qj-. 



2f AIZI01I ^j^b ^ill^Se ohHb S§e ^tM- 0fO|Ai Hgb 0RHM MLHAlb 
M_I0CTL fi§2J AIHAS A J^|^^| ^ AjBl TCP ^?'io^^Ejo| ^^ 0 j 

Ss}El^ ^WS SU1AIAI Sf^^ Xr&Elfl. A|B1 IP ^i^} b^Q- E>^f ^^r Ej^M 84011 £ib 
OiJ= SrUSr D[jx|£|S 3^b 2LfE1 Pl^og HA|£|H P 80b SL|E|1# M^&Q. 2 

U&lg m0l\ t HLlEisi ^^o| ^jeji^E u}0i]AJ ^4dS Sb ?}EJ^S CHE| A r 5C0J|91| 

3&£Pl ?ieii. OlEIAF 942[ ^ CPI^gOll 3&^a. OlSlS* ^ CHEIA} 50b 
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ojojo| AjeHsj >HtHM0li CHoH S^Pi ?l£h S8 ^EFH*2| ?KE|Me 4*£lEW. 



2i 800JI SjoU ^fr-s! QE\X\ 500f| 3^ §^ 0|ui]M ^^M\A\ 58S 0| 

s ^^8 Q[a||E ^| B|o I- 01 ^aH^gjj^ ^gj &h0 r L|]8 ^^IIOl 

hsoick o\m mo\, s.m bob sybase siie cheixi- 50011 gsrir 4= 2iQ. oiem ^ h 

SAHM8 ^H8 fill !^Ot SYBASE AjUjOII °4o|J 2*2] 0[ g HPJ-A"! Q^S SUE|^CK 0|EJ£> 

¥ ^hXJ 0|gHE^ AlPJxIC- HIH^^^Ai. 0|£J^ #3* MSA|jA| 588 8# n^A||^2| «^>MZ> 

(response time)S| 4 2*^. *!j£]fj 4* 2J8 tHIM^^E ^^E|CH AJ^i" 

^Etel- Bill (end-to-end level analysis)^ M^m ^ 



E 58 g# HSAIifil ^l¥A^« ^3^r8. WINDOW NT #EHM§0I|A| AhS^h^lOfl a|&e* S 
#2] 0|j(180)e EAIt* 510ICK Sfi 1808 5§ 80^8 QE 0\9\mnm 0| go 1*1 Eh ?l 

^§ ^tfCr- ^, E§ 1808 ^ ^0I2JM2J q|0|E| tU|0|^ 4:^M?J|0f 151 E8 Af^*j A|UJA 
176011 2|6H 3E| EE2J TCP ^ojj 2i^£l8 7]E r 2j g# n^]^ CH^£j^| 0 |^^ 153. 1552] U| 

B|Xh 150011 £|£* SLIEiilM 7^P1| oj-q.. 



S§ 1808 Q|SW 150 ^ TAP" HBKItfj 163M Kfj-^CI . Cfl£|Al 1505 TAP API 1571- £^o r 

H. TAP H£f0|bH 163^ Tap £^x| 16101} TapFi Iter §*| 162M SgftCh Tap §X| 1618 TAP API 157 

£r ed^Oj SLjEm H^0|E| = g^sQ ELjEii* E||0[E|e aSSCf. TapFi Iter 1628 TCP/IP 

E£ r 0|bH 1652J TCP 1672] g^Ofl ^£|CH t£ °J-^2| £8 TCP £LjEj °1CK 

TapFilter §x| 1628 WINDOW NT™ EBK>|B| 3|0[01g 0F5|S|^ (driver layering architecture)*! 
g- Ofeo^O] Arde TCP 1S70J| ^AmC[. TapFilter ^x| 1628 8£ *P1I 

IgAttaqhDevice)^ Oj^OJ H ^xjs TCP qsh Gj[0|E| ^M^LHOII £J£JA|£ICK UrBrAI , TCP 

§r*|LflS|S 3if£l8 E8 0j|0|E18 TapFilter ^x| 162§ ^SflA| g^Q. Al^l A|H[^ 176. Tap 
EBj-0|bH 163. SI TCP/IP BEf0|bJ18 E 50|[ EA|@ HP£[ ^0|. S£g ^ EiP". 



TCP/IP .'.z'il-OIWl 165E UOP ^x| 1692} TCP/IP^ EUfgSj A^-H^S^- Aj 

SM^8 IP 171^ Slf^CK EA|o r AI8 P^^^U. TapFilter £>x( 1628 UDP ^x| 169 S1/SE8 
IP ^x| 1712| ?|0j| ¥^£|Oj 0|£(th i>^ies| 58 CHI 01 Ej e£H^|# SUEIW 4= 



£AJS| 2^ 805} 1808 UIJE^I m# £]6|ffl]0|^ £[8 SS^I ^A|0|IM# ^i^o| 

ck qb s.mms. g mm\ ^\ t£Mm ^ mm mo\. ^ )m qm m^mm. M±m 1001 

o\ms\ Wirjioi^ &gmm ^8 8d- A|>,l0fBf8 aoi^j ?-|^Hai Af^ Eh^jsi ^j^ejioi 

t^eoi Al^ij 10011 EA|£|CH 218 51^ ^2!^ 4 *I3^:E||0|^M8 ^01^ 0 r ?f^x-3. 0 r S?1[Of 

S! ^^M^IOl&l ^ 2131, AibH-g- 20 °J 228 □r^WS ^'0|5h S|-H^O| SE8 iM^IOj 0>3|ej^gJ 
^ ?IQ- 0||M SCH. ?ia.^E|[0|^ 128 -E 20|[ EA|^I 5^8 SUN ?43^E||0|^^ ^ 

2iQ. q^0|. ?43^Ei|0|^ ^ A1^§5|- Ai^ ^^£18 Lljeaj A|^^18 e^B!e^^ h . PISE 
A|^, SE8 0[« 3E^£t Itm ^ S2i^8 8^ imEH 0^|QJx-l0iJAj A-Jd|^e ^Sopl 

?|6|| ^CHU8 H-?-AH^8 H3.0I 0|D||^. GJ|0|E1Hi|0|^. ^S^E^I^J H^^^. SE8 ?|Ef QE W\± 
5E8 S^BI 0iM£!^|0[^0|8^CHL Ci|0|Ei§ m\\ CHE A|S Q^S| M^AIfA] Af 

0| Oil ^-S^Ol o.Q8 510| CK 



qiOjEl ^ ^SMEK 012 8^8 cflBlXrM 3i£JCfJ. 0|B|^ ^S8 A|bH2 r ^ 

B}0|oiE0l!E 6H&s|a. ^^8 8B01|Ai8. 8# A|^U# SMEfu r 2 Q|0|Ej# ^^8 M 



E Be ^ttm, E 68 8^ 01MBj5H!0|d EL| Ej o r 8GfJ Oj^fJ ^ Si8 Al^ljSJ gJ^A| 
0\\m EA|^ ?i0| Cr. E 62| =F^0]|8 Al^l 2103F S^OI^M 2I2a~212n AfbH 214a-214n 
SH-t^a. EE!", ^B}0|em 212a-212n Si AJbH 214a-214n2|- ^S^orb 2168 E 621 CtSf 

^5 ^BfOfeJM °1 AltH A[^^f ^'OtlAl ^*y£J8 8^ CHMB|5H|0]^ mm ELfEi£tCK ?JMM£I 2168 Q| 
0| Ei MS± 220CH1 ilH 8Q. ni^f^UI^.. 8# 2188 dlOIEJ 220o^E| G||0|E1M # 

^u|^! ^jESEH 2168, ^^o[8 Uffil- a-0|, E B2{ A|A^0)[A| ^^5J8 EL|E|^ CHM&I 

5>l|0|de0|] Z.m El|0|El ^^I^Olf C||35 E£rO|tfjO|Ch rj|0|E|8 QlOlBf XigTi 220o^«E| g) 

§131 ^I^EJCK 8# 2188 2JEinilO|^ ?I^8C|L Olf^CH, AJ-gXpF >^^8 M2 r ^8 miOfEi 7^ 
giOII XiSg Q10IE-J21 ojl^C- ^|S|-8 E8 C||0|Ej 2200j| JL[^[U\^\^ 



E 621 A|^!8 E 12| AI^U 10^ ^e r 0| ^A| ^S!} 5i3f &A\m z ?^S.^mm S^r^ 
2i^8 31€ f^oM Oj|M #01, ^B|0|2jM 2l2a-212n8 E 12| A|^H0|] EA|^ S|3^El[0|tf 

E8 PC^ ^ DrSPtXIS. AfbH 214a-214n8 E 1 0il EAI8 SYBASE SQL AiUjSj- ^8- C||0|E|U||0| 
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Zt-2ioj ^£[0]ojM 212a-2t2n °| Ajbfl 214a-214r> °J £lEgEj 216-5 0J| = mo\ . £|g of 

^! 2>B| = Sd|±^ XiiOjSI-Il ^§o"P| ?|oH fi^Q. Qm ^OlIOJIAi. ^BfO|ojE EE^ A^tH °J 
M#Ei£|- ?\^m ^ or 0^01] ^-g-o^ Li|e^ eEH^l 51 IB^OI^E-AjBI e^on^o] 

SJ8 M^. A[^HJ 210LH21 o\E.mo\^9\ Q^m ^B|^£0|| ajEr E^H 4= 21 P. 



5=. 6£j ?SO||0J|A|. 2WS| 3B|-0io|E^ A|tf{^£ CHE|Xr2r E^Q. Cite #01. MSjOiem 
1(21 2a) Sir 1(215a)0jCK fj^ajo^. zHznoj r_HE|X r #£ ^B[0|ojM S£^ 

AjBi 0igE|3|[0l£§g 4SoH= ^^£1 AlA^j m\M HSAH^OlCh CHE|X*{= iHMSIIOIOI 

TjU EE^ ¥#^fe H r £ r H£ 0||£| ^(exception condi i t on) f5 £go r fe H^1I^0|C|. U\g?m&. 

216^ cHEIXr^g emsh 218 Ahoioil S.y§ S&sfe mquiOIEloj £c- 
^0|CK 216£ CH| 0| EH 22001] flSSra SMQII ^M\^Q, 



£ ai^u 2io^f qe ?m\t: ^ Mm\ mm wzmm sss^i &e =4£ acfe 

£EH*jO^ 5^1 ^ o[ QK CflEIXr^r 2| A|U]0]| S^i XI OfLIS A|bH2f £j§H*jo| =p£fi^o| 

X| Oil Lm ISB ^ =?^01|£| Gil 01 E| H^CHt DJSCf, 



0|E|&h ^eOUOOAl Q|0|£| X1^ 220^ £ A|^g 21021 ^eiOlpjE-^tfj CH^£|3>1!0|d ^ 

£1% ^(configuration) gl A|-g- g££r ^° P^rlh C1|0|EieM ^e r 3 Xi^PI ^3 

m eiwCHs dioiEiBiioi^oicK aiojE-i xis^. 220^ ^&t>i om^. mm ^ ^ e^oiiai q xwi 

c|-^i| S3 gj^l^e 4=i 2iEp. 5E^. 5rU^ ^OlIOIIAf. q|0|Ei Xf^^ 220^ X|^ 

C||0|E| x\g S^Cpersi stent data storage area)0|CK glEL^^S, OiejS ^PSOJIOllAi Gf|0| EH Xi&i 
220011 Xi^Sf GJ|0|E1^ A|^H 2105J ^^E( E^U3^] Qgfg> ^01^^-^^ A}0|^| SL| Ej 

U ^o^¥Ei 4^£! eUEig dlOjEie S^Cr. PI0|Ef^ ojbh^o^ ^^omM£r Ajhf| A r 0|°| 

1 ^erO|2jM^ Aim Ar0[2F §01] MdH^j0|Cf. 0I[# gOL gP4 

0|£j ^ IjU AfbH n AtOlOll S^0| SlCrS. ^^0| SU6|£|2 ^^0|^e ]^ ^BJ n A r 0|01| SJOtUb Ml 
ea| e£K^o|| 5Jg^ 0|2!J=^ CH^ofe EU0|Ef?r 4a£JCr. 0|B|^ q|0|E|^ ^^=^0lf 2\m 4=^1 £| 
3 ^^°h UI^LI^ E^H^oHAt cc^ ^^01| 3^=! 218 Ar^XrOlPI ^32B r ^ C r 

ess ?ion en oi ei xh^ 220031 xH^-gq, cm mm ^ajoii is§ g-a ses^i- ujwi ? 



¥^lr ^ EijO| EH ^^j^Br D|H| 0|gue§ g| ^J^ll^ SM0II 0||2| 01 «g 

™ SBITIgOIC}. 



EE im S h 3EorS, EE 7^ £ es| Al^U 2100j[Ai E||0|El ^ofe ^gE20]Eh 

XII 230 e^llOliAi. e^jTi 0|«!ie ^ o||2| S20| gSI^Q-. EEt[, ^4=t!" Ci|0|E|b Crgftj- ^E|» 0| 

»l!§i ^^a r 2 23^-^[^ek o\zw ^oiioiiAi, oi«ym£f qioiei^ pju^ 

s& Sfi ^ °4d°^ 4- siq. §ab ^ 7£i B^wsk %m\ ^^mxm. ^\?\ 

B El^I^H 4=iy£f2ibxiM ^Stir_K ofjl eoi. 2x r Q||gJ# ^LH7iq f sfSW U i*E|o| 

qq\ om^y[ ^oiub 5ie m*m ^ ziq- se°>. ^4=^ §6ns msix oiguMCHi a>Ef sj^ 

^orTlU S!-2rA|5|^ ^ (corrective action)^ 4- 2iCK. -4-3 0j|g M01 E r # 



qio|£|^ gjui^o^ q|0|E|o] w^oil trfEr -T- JH^J ^rE||31Eie S^Jorb 31°^ ^ 

^ ^^0|o]O §J AlBI^Ej Q|0|E1^ LHEjX^ EEfe Hj-CHE|XJ 4,^^E1 

31^ 4= 2JP-. CHEjXrOll SJoU QIOI&I^ CHEJXI- G|| 0] EH d^Cagent data source)^ 

Sl^CQ ^oU5IEr. qEjXrOil £JoH 4^SH|X| L}^ S-E tj|0jEjb td I -CHEJXI- PlOjEH 

3 CfJElXh §y H|-CHE|X[ EI|0|E|^ ^EJ ^|0||Ai ME|71 0|»!JMg H£ r 25tM 4 

21Q. 



M 232 E+^j0l|Ai, 5L 7SJ SSS r S , 0PI ¥^(wait loop), EE^ 0|^e £pr f^f 

£A|£|CH Si^Eil. 230 E^|0||A| EEfTj 0|&l^ 2§i E||^^7h 2^€!E|-. X|| 232 & 

^IIOIIAi. ^E|71 OiajB^f 2f-E|X| ^CrS fE^ q.^ SIE^rOj ME|7j 0i«UM^r H«S 0=H 

Dm Pll^ej 2L|E[gM ^t[EK 0[Eim SL|EiH^ SSX^Oll^ ^01| 2]sH 

t[ ^AI^IS 4 £iCfe ^2|?3|0f ^q. OHM mo\, ^U£| ?g0j|b A|Z! 
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ME|7| 0]«Ueo| m ^ m ^^{1= 7J?3[ &|1g S£ LHOIIAj §2f^ CU7| ^(busy wait loop)# £J^S 

sjm M£i>i oiyi^e su ei m 4= siq. c» ^di^ hj^j oism si oiisi 2ii oigo r ^ 

513} U0| an|E||0|^ Al^il 7|^(operation system f uncti onal i ty) m 7|£*<o^ 0|gtJS£*J MEJTf 



M 230 EhJllfe J3I 232 EPllSl OlSUn g7f- f-H 0|^2J C^*t- A|^0}|A| «jo||S] 4 s S^hcr 
#£|S r OI0t oj-Q. ^ f H£|71 0|gye©| S£]^ Xil 232 EP1] OISJE = eo|| £|5fl 4*3851 fe, H&lTi 

Of»!jeo| ^e^r ¥^o[7l[ ^ £iCQ ft 4 s £iQ. MBI^ 0|ffle^ g £ ©| xKojoi] ojBH '25 



s oisumoii ieef l]\o\e] 4Soj ~. oiej& ^4^ ^soiiojiai. gEfOf^M 1^ ^ ^E r 

Oj^je #0|[ ^Xfl*[ 4 s 2ib CHBIX^s Qgt^ Eg]^ OlSUm^ Gj| 0| El e §o r £ #E^0|£jM-S 

^ CJI0IEI H^OII XigTS E|| 0| E] Oil SMI^eK}. Q|£^ Gj|0|E|fe 0|£|Eh 0||0J|A| ?H| (local 

copy)^ 2| #^0|^M °J _Ai U|S0i| *|^§j 4* $LQ. ^EK)|gm#2| CHElXfe Xl| 232 B71|0i|Al 4^)£! 

slieis i^e ^isu atusi mbi>i om^Ji ^oiu^ig d\qeq. isroia^ei o\^\xm ms\ 

7f 0|3Jeo| ^ah« 1131 S ^BhOiejH ^011 &± ai0[Ei E^OII SWSJSS X1^£|01 £fe 3 

ojhi 0]yi^^(def ined events)0]| CCfSJ- C|[0jE|M +aSCK 



QI0IE-I Urgg ci|0[£i Xi^oilS X|S1 4= 2JI>, 2R h 2| S^ojei^ SI AjbH ^0j| ^*<o£ 

x-is^ 4^ as^K 01 at! ciioiei^ che! oieuM^} slie-ieioio^ oibi ^oi^ 

§2J A1 hfi S AI-01SJ- ^ ^g^Q. ^^1 0\$\m0\\ Clloi! . ^^1 SBI-OJEj^Ofl 

?i xiofe ui si xi- b a^goitAi mm um ^01 sueii ai^s^ oi^oi ^^01 



^esi^ ^oieje^ oj AiHj^oii sioif oj^ei^ c-ifoiEi^i oj£i j[x\ m\m^ &mmz\£: eie ^ 

^Of: EhCf. Q|0|E| HfgOl a 351 ?| Lf ^^^S. ClIM ( ^H-Bfoj ^ 3^011 21cH /H^-?- 

MBI71 Ol^M^l ^EhOiejes SI Ai^ 1=011 ^loH 0|g£|fe UJ-2J- Q|0|E|o( Dj£| ^^j 

QioiBf xi ^^011 ^ 3|-ii|£} ^x|A]5icK 0|£|ol ^a|M S§^0| ^ ^£|0|oi ^ ^ 

^ aibi^i- ^gt> hi^oj djoiEi ni-gjoii ^/n^oi^ii sj-Hfe ^mm g-^ei-Q. 



cHni xi-oi] ^ifSLieig oi§ ^011 chuh, eqei 8 s^oii ¥^ eh ^3 (task) ^ 

^jiti^Ei ^M(evaluation context t n format i on) f| 0|^5|-Oj l^Q, ^jiij^Mb U£t£|0^ 2 

L|£|l S^0[] §a§ a*^CK S7I- ^^l^e^ (X| g mOi, A^gXK Ai bH OIJ ^ §M 5J 01 

MBl^JOl^ fiSCappllcatlon request)3F ^3 SM§2[ ^| Oi ^£|^[03d Of] ^|o}| ggg 

MB|>| 0|ayM SEb 0J|£j S^0| glOlUg, XII 234 &^|0JJAH , ^^0|2j^ ^G\\M E||0|E1 ^ 
S0| ^Oiyq-. 7J] 234 EK7II0IIAI ^3 EJJOIEI^ a^l^e £^1 ^ 

gja^o^^ MEK)|£je ^0||A1 EHSIXrOII ^Joll 0| AfljOIIA) 4^3^ G||0|e|£| -^^^ #^0|2i^0il m\ 
^ 91= H^0|E|e EEb S^M^ SiCh 0|§§ £]1!*ho^ Af£XP\ AjAU^I 

CPU EHjSBI APgOll ^rfJ- X^ D1|E5J (resource metric)^ M£ r 0| ^^-AiBi £j^32 r 51 4= 2i 

b PPIA|e_K2 r UIMSj ErS r D|E|2r ^ OrOI^MOICr. 



^^21 MBrO|£ie AI^UOIIAI EHBIX^ ^^A|5|^ 51 0(2|0J|. ArgXp ^§ HSH^(user 
specified prog rani) 0[ ^h^j^^. 9Eb H CfldCXl M^l 4 2iH ^BfO|^^ 5SAl|^;£r ^go[Oj 
^EH OH E{|. £ 62| Al^i 2100||Ai ^ C\m X||g# 5Eb H^l^gOll EHtf 



XII 238 EPIlOilAl. S7[ a^^M Sat S^rb E||0|Efb l£fO| ^M^-f-E-i 216°^ 
SLH2]q-. XII 238 ^|0[|Ai P 216^ ^BrOl^M Ci|0|E|-l 4=do[0J ^= ^B r 0|oiE AJ^UOfJ 

Ai ^^E|^ EUejXf^^E-i MUS] SUE( 3 l£rO|£je-A|B| ^^2] A|B| ^0|| S^Q. mm # 

CH. ^El-Ofem I3r AihH 1 AJOIOII SL|E|£|h ^^0| ^XH6 r H. ^ SZJ SEb 0|^M?r ^&r0| 

^jM 1(2 12a) 3 5SA1IA LHOJIAJ ^H£lb EHE|Xf 1(215a)0|| 2J3H S^ISQPI, ^ M^e.f 2iB^ OjS|£> 
^ MM ^Cr. S^^. Xfj 238 &f^|0I|Ai. 216^ ^Br0l2iM U212a)^ 

^E-] MH^J E[|0|E|e ^-31 A| y] n(214n)0|| S^Cf. Xil 240 EKWjAL SL|E|£! ^0[&|ee- 

A|tH S^^i AllilS^EI A|B| GHOI^Pr *BaP. 0[B|» Si XllOlb 216011 SJo|[ A|^3 

CL 0|5|5f ^H^. 216^ #£ r O|2i^ 1(212a)S S^B]£! MSrOiej^e^ orUOll 2|ff| ME| 

71 OI90M ££b 0I|S12£>!^| m\S=. E||0|EJ 4-S HS^I^2| SqU|0|EJ £Efe HBfO| bH 

S 7|^C|. 



32-9 



^2001-0079612 



XHI 238 EOlfOll AH. *iM§B|b mehOl^l^ e£]£]b 0|go|01 0\& M 

tH2r S^oflOt £\S=X\m XII 240 <aH\Q\\M, 21Sb HL|E]£]b MBF0I2J ^-A|U1 

21 AjBi^Ei AibN Q|0|E|# ^Se>CK OlBjeJ" G|fO|E|b, 0||1 ^OJ p ^Xjj g£! eajj^QH^oj ^ n] 
BfEJ . AJtHOIl s|oH AfHl^M 2§jo| 4=, gy ^ej-oie!MM CHdoHAi g£Aj 4S& 31^ Cf£J^ A r ^ 

^Jie E&g* ^ £IQ. BEWISHfil- ^BUM 3*31 0 r *P|-X|^. A[gX|-^S 

■ SEb ^^1|Afb 2^S&f ?I3]0||A| &jtysj 4, oi^ r ^E| £] 2162} £ 62] A|^U 

2i«iot etp. 



XII 240 EKTOAj. AftH CllOiei^ SLjE| ^ M^OI 21 M- A| bK ^^SJ Ai^^Ei ^£[CK AiU{ 
4*SS B0|E|fe Hfffl SEb £ 62j A|^H 210LH2J Aime S! ^£}0|2jM§ ^R'0|| 5?r£| 
(local copy) J * ^Xf^rb Q|0]Ei XISi LH0||Ai *J2JS 4= 21 b S4= S£b HrBrO|E]§M SUtJCt. ^ 
EMIHSa »a«M ^Ai gBB 3PJ tUSPWS. A|Hfb £1| IftS!^E|2J Gj|0|E|0J| ™A|]^or 

01 123101 CHE! S<4 SEb H[B[D|Ej f| ^1^X1= £31*1 °£ SMMBI 216011 QM S#»CK 

tt\ 242 ^lO||Ai. ^^^£1^ ^1*1 °^ £L| El 8 MBK>I2!M-A]B] E^OII 5**=j °]2|2j QB Mm\ 
3^KH, f^R. H^¥Ei CH| 0| EH g 4^1 ojq. Ot&iHh OS AjBj^g. OjfS §01 ; Xl| 242 ^|0)|A| 
EUE|£J M^0|2jM-A1bH S^tOH BBS eaH^oH^g SSei-JZ *lE|ofe AH tH^S SB'S 4= SiQ- 



PBI-Ol^j^ Si ^§l£|£l BBWH 21 A| b r }2] 1>0|. AJ-gXh^ n^HlS SEb =S*1| 

^b ^EH ^MS ^So^l ?|od tf«£PiO AffcH H^AII^fif 4 £AO. £PI SSAIIite. OIIP 

M01. £ 62| Af^l 210011b £A| El 01 ?IX\ &g OE £^91101 EJ - 01 q.. 



£ 8g »2£WB. ^^0|OjE0]|A| 32J£! 0|£I^0I[ (E|-s GJ| Oj EH 4£j2J o[L[2| ^0||2J 

0||Ai ^Alj^ SAjmSQ. I\\ 234a E^I0J|A|, ^0|2jE^ E E |7i 0|«LIeo|| CC^Bf 

gojsj ^B[0j£je Aj.£fl g M m ^xj^p. xi| 234b &J\\0\]A] HL|E{Sj ^BfO|o^M AlbH 3^011 ^[^3 

L1|^ ^EH §M£ 4S^Q. Bh2|- SOL 0|3lb ^^0| oj e-AjBI S^M xlBIUOII 91 

oiai2{ mi^ cH^ijq^ Aia^ sas seem. 



£ 9b ^^m^\ <H<gD\\ ^BtolejM CH| 0| EH M AjbH EEb A|H|-^Jlf oi^bXIM 

nFcts^ 3^5] hM£E2J A||¥ B^IIM 5L0[q. X|] 250 B^j|0j|A|, ^jMS£lb #df0|?je 

^ §M§ 0|gu|-01 PI 01 EH Xm± 220LH2I gMOIj ^j^l^EK 0| BH°F MSPOI^jM !li|^§ § 

sb n cheupf -i^oiejM Aiui £UE]^b mz\o\&^L M^mm omoii 2j6H 0||2| A r 

gaKexcep-tian i dentif ier)2|- CH|0|EJM ^ 2iQ. 0|23eh 0|e^HA[. 2jMH£|b 

CHIOI&J AH§-^0i| XHS-^I SSOH Bj^SI-OI, AHI 252 E^IOIIAH, 01^ Sirl^J ^B|0| ^ M^-^EH ^SlXJl- 
^SEia. ^^MHHb q|0|Ej XH^M oigdfoi, 0|]|jCH. sqe|^A| 5Eb QJOJ EH ^^J 3[^0I|A| £ 6 

2i ai^^2] ch^ Aim £Eb ^a.?[ ^bxie SS^q-. 



£ 10b £ 72] XH| 240 E^I2^ E^^OI bf2h ^0| SLjEj £j ^EJ-0|°j^"A{fcH 3^2J AH 

tns^ei mx\ ciio|eim ^smb ^2| ^aii m-i^oji^. xti 240a e^ioijAj, ah ^eh 4=11 

=|CF. Aftfj ^"EH §Sb. Oj|?lEH. ^AH ^0|, £^ eeh^oh^oj ^ oj ^xfi AifcHoll 

2| oH AfbTl^Slia £"b fiH2] -42} ^"B AjbH^¥^SJ b)[-Cll£JX| Q|0| EH (n on- agent data)g S*^ 4= 22 
Q- SJ^°^. OieiB Uf-CKBJXP CH|0|EH SI AjfcH a-EH §Sb 21 4n^ ^b ^ A|WfOII 2|^H 

£!^£!b CHBIXf M^II^OIJ 2ieH 4SbEf. J\\ 240b &^|0||A|, AjtHb m% MB\0\\ X|^s[ 0 | 
yjM q|0]Ei Jit^2j ?|-3i| moil SoH£! ^§0]| a}eh Aim ai-o||a| ^|yao|OM orb ^J2J2J S4=M 
EEb UrBrDlEHMt: M 240c B^1J01|A|. ^^S£lb 5EL|EJ£|b ^B|0| 2] E-A] ^^2J ^B} 

OI2jeoi] 2\m S|^0|| 0j^0fX|>m S#£)b MB|>| OmBS\ S^C request)^ M 



£ lie ^'^o-rEI, £ 11b C-fJOl EH 2200|f XH^Elb. OISIS ^01|01|A| 2f2*fiJ #E^0[eJ 

e oj Alveoli CHbH ^^o^ oja| PhXI MBI-0I2IM MB|>| 0|^l^^- EEb 0I12]^I?| 
Sorb E||0|M2| o|-U2| ^ejoj|2| oj|A|^o|q-. 0|BJ&t EliOIMb £ 72| X|| 230 e 

?1I0||AH ?S CHIOlEjCconfiguration data)2| ^B||oj q|0[E]S S^HK 0|EJB E||0|Mb. 0118 

CH. £ 733f mm QMM ^SSIE! OjBH xHB| &^|«CHlAf 0\B ^4^7| 4^2| ^B*0|eje= dj AiBf 
§01| 2|SH 4SS|O|0^ ul-bAje SS^bQI 0|^ 4 91Q. OIHHHh =?^0I|2J EJ|0|M 260b SL|E] H 
jirSJil- oj^n chi o| eh 4-S# ?|BH ^^£lb o|]2] ^iXK262). ?J^liJ:(264) . q|0|E| 4 s 

31 CH| 0| EH ^|«XF §J Ef?JC266) °! AI^U ?££4:(268)M S^OT. 



0IJ2I A^Xr 262b £ 62| Al^iJ 210011 A| 0j|2| SEb MB|>1 01^^^ H^o^J ^^^b^i^XP 
Old-. 2f 0j|2| ^ZJHF 213^1 £B 2640[CF. £ 112| EJJ0|M0||A|. QJW&S Mil 2J:0|7iU Oil 

2| ^Xf2r a^SEIOi §ena ^n&m 4 2iO-. OHM MO]. 0JI21 A f ^Xfb AHHl^mbCHI 
fi^SIb AJZJ-2I 5^2F ^b iJ^!5i:b ^ S3 92b M£J>] GI^IMJI- ^0|2J^ 

All^sl ^^Elb cH£Jx r o|| 2|uH SS£fb s|cn 7|zn# 4 21^- § 266^ Q^fi c||0|Ei <^«xh 

M ^]^of>m 0|§# S21o}b ^Si SS6|b ^0|^ =P3£^ E r °J0||A| CH]0|EH o[oiEuee *i 
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gsfe Q^m mom ±\m*\mm m^mQ. mm mo\. mom -A'b oi^ h^ii oiisisf a 

^2J AfbHe SEb AlhH ^^IIASOjl °foHA{ Pfl^g 4= 2ia. QI0IE1 ±Jt|*|- §y 'C'b 0|EJ 

m mmmE. m\m aowt awsi ^oi£ms^ ¥E | ^^?m 4 sack 



EJI01E1 «ff A|^U ^fi^ee 2G80JJ *]oHXl QWM MO\. g 26SCHIA1 gof| 

E! aW2| SBrOiem AjAUee S 2660J1 &b CKM«fe CHJOI EH ±|gX|- E}E|D161s ^^SI-01 XJI^sPI 
?|ol| S^CK OflS #01, EJ-^f g 268011 A| AibH 42} A]B1 5^ »£]EJE. A|B]^b 

m 256011 ^£ E[£fQ|Ef 'A 'Oil im &g ^oH S^r|. D^fXlS, g 2G8C|]Ai °]°f S 

BtO]£jE 10| S^HXIJl, fl 2650M EJ-EfOJE] "B" °J 'C'^r »£]E|E =£101 S!M 1b ^D|E| ' B" °J 

'c on cm #g ^ion gm^Q. ^meeib mm 2soo\\ xi&%o\ &b §m§ oig#i ^ h^eii. at 
m ^o\, ofcoiHh n^i-njEi ? s m\ m\\M mm m^ow^ §u aiui ai^uoi g^goio* mbxie 

b S^0i| 0|g*»- 4= £ICK 3JES£1b, 01IS §01, 9I0IM2I g 268 ^ &A\o[Q\ HL| E| §j ^0j| 
CHM miOlElg 4^3p| SlofJ 0|S #E|0|^m gj A1B1 A|^!3r 3^11 0£ E|bX|g g 266 

01! Xi^£|01 Sib q|0|E|b £m#EPh fl -26801] 2W2| ^Er0|£] S-AlbH Al^S^E] CH^ E} 



£ 12g §T£o r 0. £ 12b £ 62] Al^ijOHAI ^l££lb g# O]g£|?j|0f^ 2| £L|E| gA| 4>£lb! 
E|l0iE| nhBhDlEJgOll CHt[ CfgJS 3«A| ^(cached values)2l EJ|0|^2I gf*|A|0i!2| d!A|£0|Q. 
EJI0IM 2802| ?HA| ae q|0|El ^ *i£X|- 282, 4^JH E||0|EI2| 284. ^ 3fiA] G||0|E| ^ 

^@ Al^g^i ^ fi4: 286 # SfTaJq, oill mo\, CiiOlE] ^1X1- Ab M£|-0|2iM CPU AlZt 
# ^S^K S 280^1 «y 1CHIAJ . 3^1 5HA[ 2ib ^^OI^IM 12| E^DjEi A2f S^a. °AK^ 
e^llTOI gEfOige 22| CPU AI2H3I- e^oHAj « 2D|[ 5|&|£1Q. 



M Sb ^lireoil CH-oHAI&l ^IS^JCK CFE ^01(011 A] . ?HA|E|b I^I^Mb M^0|2ie °j tfu\o\\ 
UMM £ 122| EJ|0|M 280011 *IS£|01 2ib ^ S^P- 0|§2F ^b b^ll^Mb -^m 

■SI 216011 ^16H 4- SIQ* 0im ^iSb CHlOIEf X-lihi: 22001f Xl&g ^ SiH £ 62j AI^^SI 

mimm ^[^.m-o\y\ zim ^^m^ 21B011 siaH ^ii^ei^i ^bji 4= ^oiiohai. ^si 

■^^0]oJ^eb AlbHSb SMM^Ofj CHuHAi^ 0JL|E^ C^E[ 2^ SEb Q]0JE| IEJEhD|E| = 

0\\ CH& Q|0|E1 X1^^0|[ ^jAfj^mof SSi ^d^ h £ia. ZiejLK 0|£|E[ =F^0l|0l|A{b. Ml^Oll 
m&[ £fM sj^moi -£ 62| ^^£1 AIAU 2100j|Al ^ISSlb CHM&l^|0|d §2| SL|E|gA| S 

q S^oj c-iioiEl 4=SM ^FbBpil op| ?]oHA|. EII0EM 28D03I §S(caching informatio 

n)9\ mom 2200llb SltaeiOl ^AiI^AI ^ef^b UP^^^Ch- £ 1221 E||0| 

M 2800fj ^b g-^I^Mb 21801! 2|th ^ ^0! SUshbdl 0|g-§ 4 £1^ 

b 51^ ^21SH0^ shq. 



£ 1121 2642} ^| ^ITO^b AIZI01I 510171LI- ^1 Q[0J£j2] EmoiJ \L\ 

B 3|0| E] gfgj 4- aq-. cq-^A{. ghojei ths^ 220011 thssioi £ib a^fh q|o|E| ^J: % m\ 
□IE-] Mb c||0|El & h 2J ^sp^ EXHthPS l£[0]^Ei 31 AjfcHMOllTil ^umQ. *\^m 1*0|. 2| 
^|2| ^0l2!eM ^ AiWiMb Hfieh Q[0|E1 §J HhBhDj EH M01I SB^Ef. Q|0|E3 S^ib £ 11 

£J £ 1221 EJIOIMOII X-j^£! 31^1- -^b &SE[ q|0|Ej St^m^U Epofol ^BfOl^e ^ A1bfj EP 

BfD|EJ#3f BSe EJjOjEi SW2f ^J^M 4^ HQ, 



^ 112J EJI0IM 260011 QlOlEib 5. 62{ EH A|^^j 2102J M£|^i£] &1[0|O^IIP -^gsj 

=?3E ^reconfiguration information) g S^£.l-C| . 0|£j^ ^S^SSI- Q|0|E1b ^^££ 

mz\ S^Alf^i 216011 2|6HA| g-|op| ^loHAfEl Sfio|-EK AjH] EEb ^0|^eq|Al ^SEIb CH|O|EH0f] 
^ Er£fD|Ei^3|- ^b QB CilOJEIb ^2 §S2h ^'b Q[0|Ej2[b 'l^rOl^jM ^ 

Ai tr| ^^|^^| ga0][ d r £r QE ^0J| Al^Ef. 



ojuh^o^, £E 62] A|A|y 210b C||B|XfS¥^ AH bH E||0|EHM 4=So}b ^SM 

£!CK £ 621 ^e|0|^E n| AjbH^2| CHBjAp inE^|Oj0|| 2j^|[ ^^£|b 3U\ -^b. 0|£|S[ ^j^ EJJ 
0JE1 b^ (remote data col lection facility)^ ^E r Q|^^ 5i A|Hi2J EfE ^^^JCHM S 

^hai xif^i 4= sjek oiis eou qioi&iuiioi^ofiAi. ^ mm ^ b^ib dioiEjmioi^si oj 
MBf^iio]^ HsneHS oiEini(of^(Apj)oii smi ^ siq. §aswi. cnoiEimioi^2i §m 
oil ciiHi- ^oi hPim m\\M qioiEimioi^ofi 2\mn^ M^tm 01^^ ^mi- 

SIOIIJI MSB mmm $\mM m^\0\21^ m A|tH#2| 215a-215n Si 217a-217n^ a 

b CHBlXh HSAIIAtagent processes)0j| 2foH AllgS 4= 2LQ. 



0|O|rE EEb 01|2] £22| *^HA| d|0|E] ^ °J SL |EHg# ^I^Qb 31 # ^2lo||0|= EE 

EHI 0| EH ^ MB|71 OISIE ^AtjAl gJOiUA] ^|^2S 4=^1 4^ £iE|-- ^. 0||M M 

0\, £ 7^ QA| ^SSrS, Xfl 232 B^ICHIAf 0|«UE EEJ7]g il Si CHICHI. CH I? | ^Hi ^^Q. i 
§2] A]Z.h gbOII fXFBh MBJ>1 OjtHjM ^1 q|0[El# 4- Sir_[. ^I^jo^ Ql 
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o\n\m ^se^ o\\m mo\. mmm aizi ^-oii cq-Ei £ esu ai^ 21021 q°rm 

(snapshot) 'Oil CC}Bh AhS ^SB^Cil D|g^ 4 



^4£J ¥Ej 0l!O)l Aj , £ 6£| A|^e 212a L^X] 212nH|- U£ 5[L[ 0)#2] ^0J2!M 
e ?r§ 4 2!bQI. 0[£|*h 5^A||A|§£ □J-0|3^H^A1-£J 95, 98 SEb NTg o r Lr2j £ 

TCP OfgsHAi e^Jm 4= StQ. 



^gSF °J ^Sai^S El Aj^^OIIAI tftf O1S£|?i|0ld §21 £L|E=1 

14. ^?I^!H^ £ 62) ^J^Ei Al^g 210011 §m 0|^£J g# £>|pE|3|0I£ ^ fi^MS^&l d|0| 

?}^m^\ =?£!fi£ £J QIOfElttllOl^ Aftf|0J| CHe* 2§ H^AllAie SH^ 4 &Q. 



HLj£1 9 Q|0]E]b ij^ ^SEITIU A|AU ^oK?m ^1 EIEWteQI 0|g 

1 4= 21 p. ii^ ai^h^ agfsh 1^01 ah lk ^ffii^^Ei momm ^mt^Q £^£ib 

EktfSllES 5lit|oPI 3g 2|£^ IHI oi Sqi4]0|E|^Ai SgSJQ. ?j§|^^ g = E| A| 

±™ 210011 &b 0} ^£S^#^¥E| QfOiei 43 OfOl^eCdata collection it ems) Oil CHft fi^S 
SS^EK £ 82| P[0|E| X|£L£ 220011 ^£|H X\%2(0\ £ib Ell Of El ^31 If Si b^jEU 
218# goHAJ A^A[Oip|| $L35\0\ S2JM ^EJorZS. Af^l ^^1 P^#9IO|ofe 3# 

S=g 4 G|l0]E-j 43 ^WJ OIBMfe £ 62J ^^£i A[^H 2100f]Ai £J^£|b £ 

H 0fgB|;H[0l<g^2| g»« SLIEigofe ?l#^ XII^EK 0[£|tf Q|0|E[ 43 

^ ^J^E| AI^H S3 OfLJE} ^OfOIIAiE ^^1 ^ ^ 0[^O|0^ ^Q- 



ofl42i =PS0||0fJA1. ^0[Sh ^El|He(threads)0| £ 7^ gBIl ^g^J #0|o_t ^3§i ^l^h 
^| ^imOi CRI^ EL^A\\±°\ ?m±m\M 4= SAP-- CHim eO|. 4=^ ^^IISC resource 

gathering thread) ^^0121^21 ^4= SEb Ef^0| Ei ^OJJ CH^ ll^m 4 %LQ. ^ 

S^r ^a|E(periodi,c evaluation thread) b AlZj- Z.1^031 HpSf- ^Sf0l2lS E[|A3g 

S^l^ 4 2iEf. d|-^[^j S^r ^aiHb SLfEiEl^ ^Q\o\^-MU\ g^OJI O|to| 0[^e?} 2iP Eli 
OlMBI^lOld EH^3# S^r& 4= £iE}. Sfoj ^^ 0 ||A1 ^|H2J 0|§£ ^S^l^l SI £ 82J ^#EJ A| 
^l f 01| SS-£|0] 2|2|^1 ^0|ob H^1|A|#01[A1 ^l£|fe ±^^\\O\0\\ £\m LTj 

^Ef. 



em°l ^OlIOllAi, SL|e| 5Elfe eerO|2!H£j- AiBiMS M€ E[^J Bjjj. S^hl A|H10|| CHf[ 

^noj at nH^-IH q[0jEj 220CHI 73^£fb 3^3h =FS SM(conf iguration 

inforuiatjon)0l| S^^tQ. AhgXr-b. Ol|g §01 . 0[&|«h =?3E ^ 218^ gofiAS ^S 1 ^ 4 Si 

Q. 



EH^3 SEb 01M£|3H|0!^ B 3^01 MBrO|2!M S^/SEb A|U3 H£U a§ AfOjSl ^^0| §7^1 
OfOt ^Q[nj PBI-OI21M Si/EEb Ai^0|| ' ^(attached) 'E| >l L r SSfl 4 ^^°^.Ol#Ef?i| 
0|d2j Crif5h 01I2IM. Si ofU 0|^£J °J &EJ| ^4^0J =^1 4 

01#B]91[0|^B 01B ^Wl §1/^ A1W1M S^MOI S^^fOlO^ oltXI-^; ^§^o^| g^oil 
^£|71Lr lif=!q. ^e r 0j2i^ o-|M^l^;o|d ^ ^E r 0f2!M ?PI -'MAI ^|H£lb CHEIAP1- 

3£1^ CHMS[^|0|^g S^rorb ^Br0l2jM Jf^Oll 4 2LQ. O\mm\0\&£ ^£|0|£J^ °l A| 

tH CHI 4 2ibQL OPJAI 0\\m §01. PIEIXj £Eb H£f?| EH £| x r ^l H|-^|^f ^aiS?r ^§ 

M£tOie|M-Ait*| 3^1- ^^si ^^0[ £iM CCIf H^ol CHMB|54|01<9 1 ^^ft>EK AjB] O]^£l?l|0|db 
q-ST&[ AlbH ^^AlJAl^OliAl ^^£|b EHBIXPr Ol#£|^|0J^ e S^rorb A]B|0|| 4 

at*. 



2182| u|-U2| ^SOllb Xf^ qiojq 4S§ XflSH-e E^niEiS 4§oU ^1^2! 



^0l|0J]A1b. CHOJEISF 'e^^otj^-o^ ZI4£lb 01#£|?i|0|^ CHI 2|^H 4^£i 

b Cr^tl OlMB|3H[0i^ § EEb -9.H-|c1l 0|^"«- ^ Al^Oll 2JtH 4Q£|^ Q\0)E\m IWAf^ 4 



E ^3m IT^ol-S. 01^*1 Ol^Sl^lOJ^ H|^L|^ eeH^oH^oj SL)E] g § a 0 |S^| u r b 
L]^ E5H^,gH a 30 0£- LjjE^J Oj=£f3H|0|^ H|^Lj^ 2^Af?| 

b ^21 °j p r £i?ib qioiei# sirE>a. tiisu^ M$H^d saii 302 e S^EhEK 
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HI^L-I^ eaH^oK^ Q\0m 302^ U|^L|^ o=H^vohai g/fl 3022) £L|E| 1! U|^SJ °J C|- 

E OjgoKJj AfgX]- 0||0|E| ( ea^DH£ g|0|E| ^ GK2|M EJH£ M^^id 3040|| fllS 

£|Q. ^o|-b ghDL ^^i 01 !^ 304^ b)|2SU=£: S^j^d &M\ 302011 0|^L|^ 

<^J£ 3411 30201) 12ft fllgsj (association) ^ ^§0|| J|2ohO|> eaji^gHg ojjx; 304-^ Ql 
01 E3 220011 fl&Elfe- OlMBj9f|0|^ Eajj^QH^ ^0|^j A|-g (app I i cation transaction specific 

usage). M*H^d Ci|GjE.i , ^ 0||2fe§r L^Q- 



H1|0]^ ojfe -=01 Bfr^ S^J Of I Bim Al-^Xr °]E| mi 01^21- A^Xi 

JHA| abuser initiated activity)^ 4 £[CK S3 Al^U Oil* §0| . E 62| A|^ 2102 r 

2^ i^-Ei AI^U^ IhS# 4 Al^S *SA|[^ Sfe Oil 
# |Oj ( CPU Ajg §Mg SUl* 4= 2JC|. 



£ 14# S^f-S. If£ 320g £ 132| MgH^d 3042J 7|^£j =3*^ ^StW. 

XII 322 E^IOIIAI. eafj^QH^ oygg l{| es[ o^e) SL|Ej@ Wm\ CH^Bfe d|0[El# ^2°*Q. XII 
322 EPllOll OlOjAI E||^e E^ll XII 324 E!"^|0l|A]^ 432 G|0|E|«)] b)|^L|^ S^l 3D22J 

xm\ ^et^xim sssm ■ hi^m^ ea^o^ ^ 30221 oh ojmei^oi^ 

§1^20 Q|0|E|«0| 2f Tr^'Oll £*H3H£ DHXISE^ £AUHS g>m 4= 2LQ- S! 

B CH^Ef^loi^Oj ^SEig. 4=9£! c-lfOiEife Liiesf giojEi^ = o|^z|3H|0|ai^ nHxI.^b 



Qio[E-ib tmm mzi s^oii s^£i^ ^xi^i s§ ssi ip &M%*s.mM ^^ o\m 

B|5>1101d^ 4 SIQ^ ^2JoH0t El-EK 2| AIZ^OII AH^ 3§;[ A J^£!I2, 0«gB|5i|0|^ . 

sm Si rp 7Fbi?i^ ejioimoii sirsch momm oi^oi. eiioim uioiiai s 

^ I0fe o eE.^ 511 ^oHAt ^th (>iM£J3H|0t^0J| 5i|^|^oi^ MS. ^SorfeCIl 01 

4 £[Ci^ ^21oH0f ^Cf. CCl BfAi . A\gX\ 1 °J A r ^X r 2^ r S§ B# 0|-g-^^l Ojg^l 

?uoi^ achi ^aii^fs. iME.m aioiEioii cm ^^M\± \omm ^m% h ^^ 1011 qti- ^ 

i«!flS /4S» 2011 qs MSH^da =F^£101 3101 Cf. ^2| Cf^ ^*0|WE 35Elfe 

£i ^0[ p H^All^ IDS, SI I DM °J El[ Oj El 2| IP tHd|X r 0lf £JSH Xil^sfp^ 31 ^ 



XI] 322 B^lOliAl SOiU^ C1I0IE1 MB|71 OI^eoj ^| ^sjp^ 3§ ^°-jo|| 

0|: EhP". smsj 3^011, ^E|71 Ol^lESr QJOJEib ^ ^ gf2] AlZ|3f ^ 

e»!d0| &SEIXI 8f£!:^ ttH 43 i§ 4- £iQ-. 0|£it[ EfS S^0||. d|0|E| 430| gJCHLfH m^^qk^ 



31 324 B^IOilAl Q|0|E|?h fl^OJI ^Sf£!X| Sffe nh&EIS, *l 322 Et@StO| 

C| Q|0|Ei# 4S£tQ. n^xf e^2[. Xl| 324 EWI0M mom?\ mm ff^ioil ¥H-£1^ Eh 
M 324 ^1^¥E1 XII 326 E^IS S^orOl E^j^gH^ ojjxj 304^ UI^M^ eeh^oh^ 



XII 325 EP1I0II 0IOI. X|| 328 B^IOM^ U|^L|^ esh^oh^ gAl[ 3020IJAJ 
X| e E>B^EK Ell 0| EH OiMS|?l|0|d^r 2^A|^]^ 31 0I2ICH1. Hf^L)^ Eajj^oH^ 302 b 

EBH^oH^oil Cm ^§ S?fl?2e M-E^LUb §MM SS-£tq. 0111 ^0], U\^L\± M^A^I^! 
S^ll 302^ 51 M e^(operation)0i| 0]Ol ^ ^^H gf£] AJZJ- LfjOII ^£|0|0t «[Erb 

3i# ?hBj^ 4 s 2ia. ei^r 51 e^0| gJOlldXjm ^ XI 2^1 b 3?. ^l^iM S3r 

H 31 0j Eh 01 £| £1- E^ojoj e»oj rjj|g° q|0[E|o| . Q|0|E121 4^. E£b ^ 2j^H fj£^2| £^ 



XII 328 ?}J\\&m S^orXl ^ 31H^ 5>B£JS, XII 328 £}?1|^^E-1£1 XilOJ S.^.t- 

EI-AI XII 322 B?flS 3^SK)j #^ r 21 L1|^ Cf|0|E|S 3^X| fflH. X|| 328 &?I|0|[Aj H^ia 

# sijurb 3i^^ &B£|0. XII 328 

epii^eisi xii 01 m 330 smw %&mm Mam ^ ^ ^^«oii an 

o[0\ £g| oil ^b a|9B ^di 



£ 15g li'SolS, 350^ CilOIEi^r Bj^U^ m&\£.Q\& mM\ 30223 ^^0j| ^EjbX|g 
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E^Bofe, s 142] n) 324 cm s Mm 3n\mm szm& 3»om. hi 352 ewai, 



H| 352 £KJJ|0|| 0|CH. Ail 354 EPIlOllAi M0| x-iBiM dlO|Ej£|- DHx|SJ^X| #BtW. E!^ 3 
^CfS, HI 354 B^l^¥&l^ HIGH SS^ HI 356 EMfS 3 13 oh 01 = e]o^«=*e| m^Ll^q-. D.^X\ 
8Q. HI 354 EPIIOM GllOiepfr ^E|l fj-~]0| XII 352 E£1|0]|A| IHI*|)0|| ^lf£|X| Bfe 

nj-BElS- X|| 354 EPH£¥£]2] HlOig^b HI 358 E^J^ E^W SS^AI ^=1 (default rule)0| 
^sgojot ofeX] e&^P-. HI 358 E^|01IA(. ^§fA| ^»0| ^g£|Oi0t Sfe HI 
358 EPU£^£I3 XII 01 --S'sL^ HI 360 EPI[S £J^oKfl ^£|og«£j mJm&Q. US XI ^2, HI 358 
EPI10M £f^A| rf^lOl ^S-^IA! gfe SLH^ £IB£|2. ^| 358 EPU^fEi HI 352 BSIS 5J§W>I Q 
M x-[BJt.^- oM^I ^OIIOIIA), b|^UA SHI 302 oil Al n^|°| ^ 

30| m ^ 



5E IBM §, h £ofrE. U|^L|^ §2JAojj^ Aj^fj 3005f QE\X[ 215a AK>|2j ^|g £A|*> JH^TSE 
Oiq-. CHBJXI- 215a^(- G||0|E|S SL|E|gg- flf. q|0|E|b U|-£j- ^Of ^bhxoh^ 

SHI 302M 0\mm A}g. M|H^™£ QIOjEi °J 0||2|g a|0[Ej 220CHI HlgSQ 

0| Oj|£|M SSMaiQII Hl^offe Ul^Ui SEU^£ 3C4°_?_ S^stQ. 



£ 17# ^zeoe^ . ^n^mom 364^ HizsUr^ m.&±y\& sah 302m ssof^ sygsfedi 01 

g£lb Ah^Xh 2IE|]I)|0|^ 3B6M S»eCK U|^L|^ e^xohai g^f 302 ^ ai^e ^ 

ill 4* 2i^K 0| S-?-0|], ^|3^El|0|d 364SF gjEN|0|£ 366^ §EH<2| gffEl gJ fl«£AW0|| 2| 

H]^L|^ e&H^.qH^ 302^1- iil^E n|-^^ ^ A| OfJ 0j| , ii ^^01[ ^^1^^ 

3047} 317|^A]0|| HI^U^: mEH^d SHI 302# g-IHLfAf ^HlAg ^ 2iH ^01|Ai 

?l3§§ HIS^ ^ AIZ} gs| Xf-S ^^^fe 5lO| P^chQ. 



f>[L\2\ ^0j|0J|Ai b'|^L|^ ebh^qh^ g^i 30213- £ 6£| C||0|Ei RQ± 220011 4^ 
2LQ. 



HIZEM^: Eay^QH^ gHI 302g Hl^o^ e|-U£| QE<# i^Q- 



32-14 



^2001-0079612 



<BTSpecification> 
<BTLangVersion> 
<BTApplrcationSpec> 

<HeaderInfo> 

<BTRule> 

<ProcessRule> 

<ProcClause> 

<HeaderEnlry> 

<NumericEntiy> 



<StringEntry> 
<RuleClause> 



-> <BTLangVersion> <BTApp!icatlonSpsc>+ 
-> Version <number>.<rtunnber> 

-> Application <string-literal> <HeaderEnfo> <BTRule>+ 

<Prooes$Ru1e>* 
-> [ <HeaderEniry>+ 3 . . 

-> BT <string~ifteral> <Ru!eClauses> END_BT 
-> PROCESS <ProcCJause>+ END_PROCESS 
-> BT <string-expr> 

-> {<NurnericEntry> <number>}* (<StririgEntry> <string-literal>) # 
-> NoiseThreshold | 

MaxTransactionTime | 

GulProoess | 

DiscardTimedOutTransaction | 
-> WindowsTolgnore [ 

CJassesTolgnore 
<WindowClause>* <CommandClause>* <Genera!Clause>* 
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<WindowClause> 



<WindowClause> 
<CommandClause> 

<CommandClause> 
<command> 



<GeneralClause> 



<string-expr> 

<string-sxpr> 

<string-expr> 

<string-Hst> 

<string4iteraJ> 

<params> 



► WindowStart | 
WindowErid | 
WindowEndNew [ 
WfndowPrevious | 
WindowContains [ 
StatusText | 
MeniiCommand j 
WindowFMer | 
ButtonClick 
<string-expr> 

Windowlgnors | 

WindowList 

<strfng-list> - 

CommandStart | 
CommandEnd | 
CommandContains 
<cornmand> <params> 
CommandLtet 
<oommar»d-list> 
Select J 
Update | 
Delete j 
Execute | 
URL | 
Insert [ 
BeginTransactiorc | 
EndTransaction 

Max (BytesSent | BytesReceived | 

Operations ) (<number>) | 
Min (BytesSent | BytesReceived | 

Operations ) (<number>) | 
SetName <string-literal> 



roundTrips [ 
roundTrips | 



-> 
-> 
-> 
-> 

-> 



<string-expr> OR <siring-expr> 
NOT (<string-expr>) 
<string-literaJ> 

<string-fist> , <string-ltterai> j <stnng-litera1> 

'string 1 J 

'string 1 { <params> ) 

<pararns> , <param> | 'string' 



-2 gJ-gOl 15^2£ 4J#B 4 £!H = 4= SACK q^0[, £ 1 

Aj# SiOiUXI Sfe S?| LHOIIAI q-Srt!- °j ^g-i-OJ 0l¥0f£) 4= 91H gm\\M £! s 

itofe 0|| £|oH Erggfe £ U8S| gsi^ S^IAi£j goi£J- siseiM tH^OM e*a. 



«7J 
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2 Sorb EPfl: 

em^ c £ j>| oiemsi m^ssi s§§ ^h^bioii ^asfe ew 

HI 1 AlBjOlpil 4^1 SE|>1 Ol^^oj ^ah^ eMsfe E^l: 
£P| m 1 Ajt^oii 2|«H M 1 Aim cjjoiEje EMI : §y 

^| HI 1 A|tfl C|| 0| Ef g *j=£orb E^]g 21,^^ 3 S3 A|^U^ SUE{g gg. 

2 

Ml 1»0|| flOM, £P1 gj-BOl 

£PJ £MM301i ^0[£!JE SSi S^ofe E^h SJ 

iefe E^IM ^?r£ StTufe ©a. 

§*¥^ 3 

ai 2gj-oii how. £pi g^aoi mom xm±o\\ sasioj sa^ qioieip ofs-c-r 

flMSQII 2lo\M. £PI £JS0| ^| -l^0|£]M03| 2\m 4 £PI q|0|E|o| ^B} 

HI 5&0IJ #E|0|£jE «£0| ME|-0|£ie^ AH bH A r 0|£| S^0|| 333 

"HI mm %.0\M. mi -IBKJI^M Y^0| X r £l 0||ee] (resource nretric)# Sg-Srb »U . 
3=P»8 

HI B*T0|| 9lO\M, 4PI M£r0|£jM ¥^-0| g^OII Li|^ cp|A|^ § ^(network 

latency i irformat i on) g Stftrb ^ . 

g -7 *r 10 

HI 1S0II £!0]Ai, *p| ^0|eieo||AlS| £p| d|0|Ei ^SJOI 

^B r oi2!M(«iAi ^i 1211 of ^] ?i£h urn Hsast e^n 

o| 

4^1 7MI ^IS Mmo\0\ WZ[0\2\^Ol\tf £0\ d|0|6|g 4=^|ofe E^]g s& 

•oft «ra . 
m=?-% y 11 
hi isron so]A[. »aoi 

^1 0|^2| MB\mi QE Aim EIIOIEIB EK?II : SI 

A h? | q= AlbH CHI0J&1 = a^| E^mt: E^IM SlT^fe ^S. 

S=F» 12 
Hf 1&0II SiCHAJ. gj\ tfg|0| 

4^1 =BrO|£JM G||0|E1M ^1 ?JMM&10J| MLH^ E^IM ^?rS SSSfb 
g^g- 13 
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14 

X|| 1&031 SlOiAl. #7| XII 1 Aibf| q|0|E|7r &?\ M 1 AJbHOil £|oH A]HI^§ HS0|| ^ gfif 
15 

XII 190H 2iCH/d. #7| XII 1 AiHi qjOjEi^l- #7 1 X1| 1 AjBlOll »ff A r g §£(usage 
informal: i on)§ S^ofe 

St*» 16 

XII imJ-OIS 210IAI. #7j «^0f 01I2IS f^ofe eejTI 0|«UJ=0|[ ^ &7| aj=£El0l[ 

§¥9 17 

XII 1S01I £iCHA] p #7| ia[0|2jl C||0|Ei2| ^Oj #7] ^-S-P-IOII £lsH §133^ Ol^OIXj 

^ »H. 

^=?£> h 18 

xii 1900 siojAi, *pi ^s^ei aia^oi em oigsi ^oieimm si em oi#*i Aime 

# S95tIQ. 2f2|2| #7| 5[U 0|£]'2| SI &H4 0|#£| AftfiSOE 4T0|S[ ^ = E| H^|A|2f 

BBS 3 #71 B»E| ^A|]A]0i|A| 5£4l±e! »H- 

H¥» 19 

Xii 18tr0j| °10\ A3. #7| £j£ S^F.i 9U - 

9^9 20 

Xil 1»0|J £iCHAJ. £P| «tfH#E| A|^HO| W 0[^5j ^Br0ieiM#3r W 0|«2| AiH]§ 
MpO| #7| ^^E| Hs^|Ai0t]A| ^^jEJb H£^2J ^S. 
21 

XII r»QB SlOfAI. #7| ^BfOl^jM □) ak?| ^| 1 AJbH^I" ^ QIOIEie +B»fb CH^IXt M^j 
22 

n i»« sioiaj, £pi ^mes-pi M^oiem si xil 1 ahh qioieic ^-3ofe aqujoiEisj & 
a. 

§i=P9 23 

^B|71 Ol^fE o| ^gg ^ EIIOIEIS g^lofe 7 1 Til £9 ^HCmachine executable code); 
^BfO|2jE£|- XII 1 MV\ AJ-OISJ SL|£i o[^M m&0\ 21 EMM J=£|>1 0|£]e|§§ 5^2] 

a«*fe d\d\\ urn ie; 
M^oiaBOiiAi j=£i 7i oieyMoii cchbh O£loi£j^ aioiqe ^a^b 7121 ^iy se; 

g§i£|« orUSI ^£171 OIRieoj fMofe 7|7J] SE: 

XII 1 Aib^OM EE|7i OI^Jeoj ^/J^. 

£W X1| 1 A| bit oil ^|^H Xl| 1 AjbH q|0|E|e ^Ssfe IE: a 

xii 1 mu\ giioieis s^sEdou 3^0^ ?m Mm st^stb ^ ^ &i aj^usi 

EIS Al^l. 
XII 231f0fl 2£OlAi , Al^Ol 

^1 ^li^oipj ^EKHcje 3jBif^e §MI S^Sfe 7[7|| ^ SE; SI 

^7] g£}0|£!M iMf 0|^u r Oj ^£ r O|o|E^^E1 =£^£| O|0|. efe Q|0|E[# 1 

%ot£ SHI 5t, h Sfe A|^U. 

s^ir 25 

Xil 249011 £J.OiA|, feT^I SM»a7l- PlOfEl XJ^OII C||O|E|0j| ^iXll^rOj ^£ r 0| 2d 

^M^Ei OiS CII0IEIM ^^XIM ^Ssfe 7|71| IE! S9Sfe A|^U. 

XII SJCHAI, ^7| ^erOl^M ^7| XI! 1 AibHS ^^F^l ^^^rb Aim 
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XI] 23SfO|[ £AO|A], £P| A]^HO| ^5K)|geo)| S|^H Tfl^a * #7] t-||0|q£| 

=BK)i£!M mz\o\&m\ °ish «wt ^mi sei strife ai^bi. 

g^U- 28 

XII 27&0II 210JAI. #7] ^OISM ^01 Gp| MB*Die|e S!"4PI 31 1 AJ bfl A|-0|S| £j-7| 9 
S^S 29 

XII 28S.KMI £i 01 M. 4T7[ g£fO|£[M ^g0| Dfje^e SEfofe A|AU. 
30 

XII 29^011 SlOfAl, &7| Di| Of ^^M\M 21 DilSEI A|--g SMf S^Sfe gfB- 
. 31 

M 2Bm\ 2L0\M. &7I S2K>|ge ¥^0| £P| l^Oli BB u|ee-2] cfp|A|2! SlfSfe 
S=?»32 

xii 23soii &oial a? i s^oieiEoiiAi mmm ^2o^ g^y #?i mbj-oj 

moiiai £P| £iioj£i ^ly-a^ 7|3i H^i^e wS^fe 7|tii ^ ie§ sii-sfe a]^ 
1. 

33 

XII 23StOII £i.Of Ai , A|^i!0| 

#71 am oi^si cm Mu\m\ sjoh qb mu\ wmm 7|tji Mm ss: gj 
qe Ami aioiEie #71 s^ooii sm^ ?\y\ an sei Hemt ai^h. 
g=?ij 34 

XII 23S0II #7] AI^UOI &p| ^B*0i2iM o]jo|E|M £PI a^MSJ0|[ ML||^ 7I7H ±i*y 

g^S" 35 

n 23S-0II SiOjAi, XII 1 Aitfj CllOlEph &7| 3|| 1 A|UfO|| °|SH ^BIH gBJ£lrf ^ 

SB 

331 23S-QII ?±0\M. #7| XII 1 mo\E\?\ £P\ X\ 1 AfhHCHI 2|«H A|U|^£lb fig Oil 3 

SPS^^AI^I, 

S?9 37 

XII 23IKHI 2ACHAI. #71 XH1 1 Ai bH C{|0|E|7F Q?\ X\\ 1 Ai^0|| SM§ S^Sfe H± 

g. 

38 

El 23«f01| £iOfA|. 4^1 Al^gOl fe^j e^0|o|eo|| 0|J£1# 01^1^ ^ 

ifif ^S^fe 1E§ sa^fe Al^l. 

39 

XI! 23&0IJ °10\A], m2k0mm qtOlEje 435^ ^7] ^1 SH7^ ^71 ^e M01 | oj 6[j 

q|0|Ej ^(remote data gathering)^ ^u|-^ A]^H, 

XII 23*W\ %lO]M. ^71 ^j^Ef Af^U0[ em 01^ S^-0|^M§ §J oJ-U 01^ Aim§ 

^E]H ^7| S^IAiOllAi ^ifH£|^ H^A1i^?J A|^§j. 

41 

XI! 40^011 £iCHA). ^71 ^¥r£\ H^A||A10||A| ^E|£ M^l^ei Al^if. . 

42 
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a^s 43 

44 

XII 23S-0II £iO|A|. £p] n^mvm «BK>IHM ^ SUM A|B| EflO|E|B ^£lo^ £C|Lj|0|E|°i 

£B1 




AffaH S1 ^ 
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5&4 



84 
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230 



232 



234 



236 



238 



240 



242 




YES 



H^oieimoiiA-f sals cm 



•&M*KiI D||0[B|^. ^E^K 
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SS8 



234 



234a- 



234b 



A. 



Li|H3| ^eh 



238 



o|s.*K>j dfo[E-i J5ig-4:£| 3 soil e»jM|^fh 
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dial ID 


•una 


-Man-^ofEi id 


E]|0|E|^gs4{& 


A123- 




A, *M 

B, SHKHSIS 

C, i:BW<2i e 


A|tH4 
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240 



240a 



240b- 



240c- 



260 



\ 262 264 



266 



268 
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280 



282 



284 



286 



ID 
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